To: christina.danford@mail.house.gov|christina.danford@mail.house.gov}
From: Microsoft Outlook

Sent: Thur 3/30/2017 3:35:12 PM

Subject: Undeliverable: RE: Visit from Congressman Lamar Smith

RE: Visit from Congressman Lamar Smith

Your message to christina.danford@mail.house.gov couldn't be delivered.

Security or policy settings at mail.house.gov have
rejected your message.

hupp.sydney Office 365 mail.house.gov
Sender Action Required

Security or policy
violation

How to Fix It

The recipient’s email server won't accept your message because it
appears to violate their security or policy settings. Check the

Reported error below to see if you can determine why it was blocked. Then
try one or more of the following:

« |f the error mentions SPF, DKIM, or DMARC issues, forward this
message to your email admin for assistance.

» The recipient's email server might suspect that your message is
spam. Follow the guidance in this article: E-mailing Best
Practices for Senders. Then resend your message.

« If the error suggests your message is too large, try to reduce the
size of your attachment. If that isn't possible, place the file on a
publicly accessible cloud storage location, like OneDrive. Then
add a link to the file in your message, and resend the message.

» Contact the recipient (by phone, for example) and tell them to ask
their email admin to add you or your email domain to their
allowed senders list.

If the problem continues, forward this message to your email admin. If
you're an email admin, refer to the More Info for Email Admins section
below.

Was this helpful? Send feedback to Microsoft.
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More Info for Email Admins
Status code: 550 5.7.1

This error occurs when the recipient's domain has security or policy settings that reject
the sender's message. However, we were unable to determine the specific setting that's
causing this rejection. Usually the error is reported by an email server outside of Office
365. Common issues include the following: the receiving server suspects the message
is malicious or spam; the Sender Policy Framework (SPF) record for epa.gov is
incorrectly configured or doesn't exist; or the message includes an attachment larger
than the receiving server will accept. Try one or more of the following:

Review the reported error - Check the Reported error shown below to help determine
what the issue might be. For example, if the issue is related to an SPF failure, the
reported error will usually include the acronym "SPF" or the phrase "Sender Policy
Framework."

Correctly configure your SPF records - If you're the sender's email admin, make sure
your domain's SPF records at your domain registrar are properly configured. Office 365
supports only one SPF record (a TXT record that defines SPF) for your domain. Include
the following domain name: spf.protection.outlook.com. If you have a hybrid
configuration (some mailboxes in the cloud and some mailboxes on premises) or if
you're an Exchange Online Protection standalone customer, add the outbound IP
address of your on-premises servers to the TXT record. To learn how, see Cusiomize
an SPF record to validate outbound email sent from your domain and External Domain
Name System records for Office 365.

Unable to relay - If the Reported error indicates a problem with relaying (e.g. "unable
to relay"), then the email server that reported the error likely isn't set up correctly to
receive and relay messages from the sender's domain. This server will usually be one of
your on-premises servers in a hybrid environment, a smart host email service that you're
trying to route messages through, or possibly even an email hosting service you used in
the past yet still have mail flow settings pointing to (e.g. your MX record at your domain
registrar still points to your previous email service provider). Check Error reported by
shown below to determine what domain, service, or server is reporting the error. The
email server needs to be configured to either accept messages from anonymous users
or to include the sending domain or IP in its list of authenticated senders. On an
Exchange server, you can set this up in the server's receive connector. If it's a smart
host managed by another service or partner, contact the service or partner to configure
their servers to accept and relay messages from your senders. Also, work with your
domain registrar to make sure your MX records are properly configured.

Contact the recipient's email admin - For some scenarios, you can fix the issue by
contacting the email admin at the recipient domain to ask them to add the sender's
email address or your domain to their allowed senders list, or to relax the setting that's
causing the rejection.

For more information and tips for fixing this issue, see Fix email delivery issues for error
code 5.7.1 in Office 365.

Original Message Details
Created Date: 3/30/2017 3:35:10 PM
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epa.gov
spf.protection.outlook.com

Sender Address:

Recipient Address: christina.danford@mail.house.gov

Subject: RE: Visit from Congressman Lamar Smith
Error Details

Reported error: 550 5.7.1 Unable to deliver to
<christina.danford@mail.house.gov>

DSN generated by:  p,\15pR09MB0432.namprd09.prod.outlook.com

Remote server: hydrus.house.gov

Message Hops

HOPTIME - FROM TO WITH RELAY
(ute) TIME

1 gggl_i?7DM2PR09MB0639.namprdﬂmmmamprdompid.cutlook.com *
PM
3/30/2017, .

2 3:35:11 DM2PR09MB0639.namprd0 D pi2RROSMBEISEm amprd 08pmat ofitBIEKR Gerver 1sec
P'M ’ (version=TLS1_2,

cipher=TLS_ECDHE_RSA_WITH_AES_12

Original Message Headers

DRIM-Signature: v=1l; a=rsa-sha2bé; c=relaxed/relaxed; d=usepa.onmicroscoft.com;
s=gelectorl—epa~gov;

h=From:Date: Subject :Message~ID:Content~Type :MIME~Version;
bh=Bs/eilEtM+CIBcTRagtbhabbMgCwhOGa/ FETwdlx152E=;

0

b=JNGSmAr ywIbMYvd+xwlxCulgEdplgTeZCzINTorUvaZVkeZXPUvSgUgSxhfchGs 28 IxnbTE7aARCgMyXhNKEXDIR

Received: from DMZPROSMBO639.namprd09.prod.outlook.com (10.161.253.1432) by
DMZ2PROOMBO43Z .namprd09.prod.outlook.com (10.160.248.146) with Microsoft 3SMIP
Server (version=TLSl 2, cipher=TLS ECDHE RSA WITH AES 128 CBC SHA256 P256) id
15.1.1005.10; Thu, 30 Mar 2017 15:35:11 +0000 -

Received: from DMZPROOMBO639.namprd09.prod.outloock.com ([10.161.253.
DMZPROOMBOE29 . namprdl9.prod.outlook.com ([10.161.253.1431)
15.01.0981.021; Thu, 30 Mar 2017 15:35:10 +0000

From: "Hupp, Sydney"” <hupp.sydneylepa.gov>

To: "Perrotta, Pasguale' <Perrotta.Pasqualelepa.gov>, "Woodward, Cheryl”

<Woodward.Cheryléepa.gov>

CC: "christina.danford@mail . house.gov" <christina.danfordlmail. house.gov>
Subject: RBE: Visit from Congressman Lamar Smith

Thread-Topic: Visit from Congressman Lamar Smith

Thread-Index: AdKparyWFNIhsNSIiRk+telinfbozdCOQARHTZA

Date: Thu, 30 Mar 2017 15:35:10 +0000

Message~1D:
<DMZPROOGMBOE39FD240670CO6EEAZAYCOEFL3406DM2PROOMBOG3Y . namprdl . prod. outlook. com>
Accept-Language: en-U3

Content-Language: en-US

K-M3S~-Has~Attach:

K-ME-TNEF~Correlator:

authentication-results: epa.gov; dkim=none (message not signed)
header.d=none;epa.gov; dmarc=none action=none header.from=epa.gov;

z-originating-ip: [161.80.231.69]

1431 by
with mapi id
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z-ms~office36b-filtering~correlation~id: 13%eaal?
x-microsoft-antispam:
UriScan:BCL:0; PCL: 0y RULEID: (22001) (2017030254075) (201703131423075) (201703031133081) (20170
w-microsoft-antispam-prvs:
<DMZPROSMBO43262BBCLZA6320AACCYE8S1FL3400DM2PROOMBO432 .namprdl . prod. cutlook. com>
w-exchange-antlspam~-report-test:
UriScan: (169086287805402) (21748063052155) (229425074694992
w-exchange anf%”pam report-cfa~-test:
BCL: D PCL: O RULETID: (6040450) (6010045 (24010473 (8121501046) (5005006) (3002001) (10201501046 (9
x~forefront-prvs: UQO??CHTOA
spamdiagnos f?wuu“put: 1:99
spamdlagnosticmetadata: N“PM
Content-Type: multipart/alternative;
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MIME-Version: 1.0
X-OriginatorOrg: epa.gov
X-MS-Exchange~CrossTenant-coriginalarrivaltime: 30 Mar 2017 15:35:10.6¢170

(UTC)
X-MS-Exchange~CrossTenant~fromentityheader: Hosted
X-MS-Exchange~CrossTenant-1d: 88b378b3~6748~4867~acf9~T6aachecata’
X-ME-Exchange~Transport~-CrossTenantHeadersStamped: DMZPROOMBO43Z

RLBMcZk6avVy/Lg9T0r £FAGOLS 3vod
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To: christina.danford@mail.house.gov|christina.danford@mail.house.gov}
From: Microsoft Outlook

Sent: Thur 3/30/2017 3:34:13 PM

Subject: Undeliverable: Visit from Congressman Lamar Smith

Visit from Congressman Lamar Smith

Your message to christina.danford@mail.house.gov couldn't be delivered.

Security or policy settings at mail.house.gov have
rejected your message.

hupp.sydney Office 365 mail.house.gov
Sender Action Required

Security or policy
violation

How to Fix It

The recipient’s email server won't accept your message because it
appears to violate their security or policy settings. Check the

Reported error below to see if you can determine why it was blocked. Then
try one or more of the following:

« |f the error mentions SPF, DKIM, or DMARC issues, forward this
message to your email admin for assistance.

» The recipient's email server might suspect that your message is
spam. Follow the guidance in this article: E-mailing Best
Practices for Senders. Then resend your message.

« If the error suggests your message is too large, try to reduce the
size of your attachment. If that isn't possible, place the file on a
publicly accessible cloud storage location, like OneDrive. Then
add a link to the file in your message, and resend the message.

» Contact the recipient (by phone, for example) and tell them to ask
their email admin to add you or your email domain to their
allowed senders list.

If the problem continues, forward this message to your email admin. If
you're an email admin, refer to the More Info for Email Admins section
below.

Was this helpful? Send feedback to Microsoft.
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More Info for Email Admins
Status code: 550 5.7.1

This error occurs when the recipient's domain has security or policy settings that reject
the sender's message. However, we were unable to determine the specific setting that's
causing this rejection. Usually the error is reported by an email server outside of Office
365. Common issues include the following: the receiving server suspects the message
is malicious or spam; the Sender Policy Framework (SPF) record for epa.gov is
incorrectly configured or doesn't exist; or the message includes an attachment larger
than the receiving server will accept. Try one or more of the following:

Review the reported error - Check the Reported error shown below to help determine
what the issue might be. For example, if the issue is related to an SPF failure, the
reported error will usually include the acronym "SPF" or the phrase "Sender Policy
Framework."

Correctly configure your SPF records - If you're the sender's email admin, make sure
your domain's SPF records at your domain registrar are properly configured. Office 365
supports only one SPF record (a TXT record that defines SPF) for your domain. Include
the following domain name: spf.protection.outlook.com. If you have a hybrid
configuration (some mailboxes in the cloud and some mailboxes on premises) or if
you're an Exchange Online Protection standalone customer, add the outbound IP
address of your on-premises servers to the TXT record. To learn how, see Cusiomize
an SPF record to validate outbound email sent from your domain and External Domain
Name System records for Office 365.

Unable to relay - If the Reported error indicates a problem with relaying (e.g. "unable
to relay"), then the email server that reported the error likely isn't set up correctly to
receive and relay messages from the sender's domain. This server will usually be one of
your on-premises servers in a hybrid environment, a smart host email service that you're
trying to route messages through, or possibly even an email hosting service you used in
the past yet still have mail flow settings pointing to (e.g. your MX record at your domain
registrar still points to your previous email service provider). Check Error reported by
shown below to determine what domain, service, or server is reporting the error. The
email server needs to be configured to either accept messages from anonymous users
or to include the sending domain or IP in its list of authenticated senders. On an
Exchange server, you can set this up in the server's receive connector. If it's a smart
host managed by another service or partner, contact the service or partner to configure
their servers to accept and relay messages from your senders. Also, work with your
domain registrar to make sure your MX records are properly configured.

Contact the recipient's email admin - For some scenarios, you can fix the issue by
contacting the email admin at the recipient domain to ask them to add the sender's
email address or your domain to their allowed senders list, or to relax the setting that's
causing the rejection.

For more information and tips for fixing this issue, see Fix email delivery issues for error
code 5.7.1 in Office 365.

Original Message Details
Created Date: 3/30/2017 3:34:12 PM
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epa.gov
spf.protection.outlook.com

Sender Address:
Recipient Address: christina.danford@mail.house.gov
Subject: Visit from Congressman Lamar Smith

Error Details

Reported error: 550 5.7.1 Unable to deliver to
<christina.danford@mail.house.gov>

DSN generated by: 11> b R09MB0432.namprd09. prod.outlook.com

Remote server: hydrus.house.gov

Message Hops
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Original Message Headers

DRIM-Signature: v=1; a=rsa-sha2bé; c=relaxed/relaxed; d=usepa.onmicrosoft.com;
s=gelectorl—epa-gov;

h=From:Date: Subject :Message~ID:Content-Type :MIME~-Version;
bh=x15mgvpiWRY2rdBtat/ nlrvEfpGlee OYAMNBw3vIk0 0=

b=fgfDQO/KavAr3iB4EHhBchgl He PREORIu L DZgMWADAH 34 3WRBmMS L2 LEwCzdDEH2 1 eMwhOQED / Reb 7Y 0v 0 7T+LEkUV
Recelved: from DM“PRO&MPJ@}9.mamp d09.prod. mufiwmk com {(10.161.253.143) by
DMZPROSMBOABZ .namprd09.prod.outlook.com (10.1€60.248.146) with Microsoft 3MIP
Server QVQrSjon TLS1 2, cipher=TL35 ECDHE RSA WITH AES 1 SHAZE6 P?b@} dal
15.1.1005.10; Thu, 30 Mar 2017 15:34:12 +0000 -
Received: from DMZPROSMBOG39.namprdl9.prod.outlock.com (
DMZPROOMEOE39 . namprd08.prod.outlock.com ({10.161.253.14
15.01.0981.021; Thu, 30 Mar 2017 15:34:12 +0000
From: "Hupp, Sydney"™ <hupp. 3vm10/ﬁgpa gov
To: "Perrotta, Pasguale” <Perrotta.Pasqualelepa.gov>, "Woodward, Cheryl”
<Woodward. Ch@*y‘@wwa.qmv/
CC: “christina.danford@mail. house.gov" <christina.danford@mail.house.gov>
Subject: Visit from Congressman Lamar Smith
Thread-Topic: Visit from Congressman Lamar Smith
Thread-Index: AdKparyWFNIhsNSiRk+elintboz4dCOQ==
Date: Thu, 230 Mar 2017 15:34:12 +0000
Message-1D:
<PDMZPROSMBOE39566FD41T42EB2E3CO614F13408DM2PROSMBO639 . namprd09.prod.outlook. con>
Accept-Language: en-U3
Content %anguaq&: en-Us
K-M3S-Hasg~At ”h'
X-MS TNEF Correlator:
auth@thmat!wm l@wultw: epa.gov; dkim=none (message not silgned)
header. d—mub@;cpamgov imax”:(wr action=none header.from=epa.gov;
zx-originating-ip: [161.80. . 69]
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